CONNECTIVITY REQUIREMENTS FOR REGIONAL 

NTN / UARNOC

· Configuration Drawings w/Network Architecture

· Letter of Accreditation from Command DAA  (IATO is acceptable if accompanied by a Statement of Residual Risk.  IATO will only be acceptable for 1 year, thereafter extension will only be allowed for extenuating command circumstances.)

· Memorandum of Agreement (MOA) that states the responsibility and assurance that no vulnerabilities will be introduced by allowing this connection.  MOA will contain the minimum IA requirements for obtaining this connection and will include personnel in positions of responsibility for IA at the command.

· On-Line Survey (OLS) from FIWC for command’s network that is less than 6 months old.  (This requirement may be waived by [Regional Command DAA] for temporary connections for Fleet Exercises requiring connectivity or Distributed Engineering Plant (DEP) testing)

                                                                                                              Date










  Serial

From:  [Command Name]

To: 
Naval Computer Telecommunications Area Master Station Atlantic 

Subj:    MEMORANDUM OF AGREEMENT

Ref:     (a) DITSCAP 5200.40


(b) IA / NAVSO P5239-22

1. This memorandum of agreement establishes the roles and responsibilities between NCTAMS LANT and [command].  [NIPRNET and/or SIPRNET] connectivity will be provided through the Unified Atlantic Region Network Operations Center (UARNOC) by NCTAMS LANT Detachment Hampton Roads.  Approval for connectivity is granted upon compliance with the requirements listed below:

A. Current network configuration drawings are provided.

B. Letter of Accreditation is provided.  Accreditation will remain current and must be provided at a minimum of every 3 years.  (IATO can be provided in interim with a Statement of Residual Risk.   

C. On-Line Survey (OLS) report completed within 6 months of date of this MOA.

D. All users obtaining access to the network are properly certified and cleared to the classification of the network.  Access control to the network will be enforced using unique login and passwords.  

E. No external connections i.e. dial-in, RAS, SSL or otherwise, are provided to any other commands or individuals, detachments or networks, military or otherwise.

F. Configuration Management is enforced at the command ensuring that no users 

are authorized to install hardware/software or make configuration changes that

will introduce additional vulnerabilities.

G. Systems will be in compliance with all DON Information Assurance (IA) 

policies that ensure information and systems are protected IAW Ref (a).

H. Command has a process for ensuring compliance to IAVA(s) IAW DON policy.

I. Connectivity requiring classified access through Protected Distribution System (PDS) will be properly approved and maintained IAW ref (b). This pub can be found at http://www.infosec.navy.(smil.)mil

J. All commands obtaining connectivity are subject to monitoring or inspection without notice.

2. Failure to comply with this MOA can result in disruption of service by the provider.

3. [Command Name] Information Assurance Personnel in responsible positions are properly appointed in writing and listed below:

· [Command Name] Designated Approving Authority (DAA)

   is  _____________________________________

   Code ______________  Phone Number  ___________________

· Information Systems Security Manager (ISSM) is _______________________________

   Code  ______________ Phone Number  _________________

· Information Technology Manager is  ________________________________________

Code _____________  Phone Number  __________________

4. [Command name] agrees to provide updated documentation to NCTAMS LANT and NCTAMS LANT Detachment Hampton Roads when modifications are performed that affect the security architecture of the network.

5. UARNOC point of contact for connectivity issues are ITC (SW/AW) Dombrauskas, or Mr. Scott Hanson, GS, and can be reached at (757) 836-5629/7788/5004.

__________________________________________            _____________

           Signature  [Command DAA requesting connectivity]

       Date

__________________________________________           _____________

Commanding Officer, NCTAMS LANT 


Date

    Regional Command (DAA)

Copy to:  COMLANTFLT N63 

